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SUMMARY

Offensive Security professional with 3+ years of experience delivering penetration testing, red teaming, and application
security engagements across web, API, network, and cloud environments. Holder of industry-recognized certifications
including LPT Master, CPENT, and CRTE, with a proven track record of national-level CTF wins and active contributions to
the security community as a bug bounty researcher and CTF organizer. Skilled in translating offensive findings into
actionable remediation, building security tooling, and mentoring the next generation of security practitioners.

EXPERIENCE
Cyber Bangla Ltd. Oct. 2022 — Nov. 2025
Penetration Tester (Remote, Contract) Dhaka, BD

« Conducted network, web application, and infrastructure penetration tests simulating real-world attacker techniques to
identify critical and high-severity vulnerabilities.

« Designed and delivered university-level cybersecurity training and CTF challenges, translating offensive security
concepts into hands-on learning experiences.

 Delivered detailed technical reports and remediation guidance to stakeholders, translating offensive findings into
actionable security improvements.

Blue Team Bangladesh Ltd. Feb. 2024 — Aug. 2024
Cybersecurity Engineer Dhaka, BD

« Applied offensive security knowledge to strengthen detection capabilities, analyzing attacker TTPs to improve SIEM
alerting and threat monitoring .

» Contributed to internal team training materials, sharing offensive security expertise to sharpen the team’s detection
and response capabilities.

» Collaborated with cross-functional teams to develop incident response playbooks grounded in real attack scenarios.

Whitelion Technologies Ltd. Sep. 2023 — Feb. 2024
Cybersecurity Executive Dhaka, BD

« Assisted in offensive-style vulnerability assessments and security audits, identifying exploitable weaknesses across
client environments.

« Supported threat monitoring and incident triage by applying an attacker’s perspective to log analysis and detection.

« Contributed to client-facing security documentation and awareness training with an emphasis on real-world attack
scenarios.

SKILLS

Languages : Python, JavaScript, PHP, Bash, Powershell, SQL

Offensive Tools : Burp Suite, Metasploit, Cobalt Strike, Nmap, Nessus

Methodologies : Web/API| Pentesting, Network Pentesting, Red Teaming, Active Directory Attacks, Source Code Review
Platforms : Docker, Linux, Windows, Active Directory, Cloud (AWS/Azure)

Other : SIEM Tools, Digital Forensics, CTF Challenge Design

CERTIFICATIONS

Licensed Penetration Tester Master (LPT Master) EC-Council, 2026
Certified Penetration Testing Professional (CPENT) EC-Council, 2026
Certified Red Team Expert (CRTE) Altered Security, 2025
Burp Suite Certified Practitioner (BSCP) PortSwigger, 2025

API Security Certified Professional (ASCP) APIlsec University, 2025
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Certified AppSec Pentesting eXpert (CAPenX) SecOps Group, 2025

Certified Red Teamer (CRTeamer) SecOps Group, 2025
Penetration Tester Level 1 (PT1) TryHackMe, 2025
Certified AppSec Pentester (CAPen) SecOps Group, 2025
Certified Red Team Analyst (CRTA) Cyber Warfare Labs, 2025
ISO/IEC 27001:2022 Lead Auditor (ISMS LA) Mastermind Assurance, 2025
Certified Network Pentester (CNPen) SecOps Group, 2024
Multi-Cloud Red Team Analyst (MCRTA) Cyber Warfare Labs, 2024

ACHIEVEMENTS

1st Place in Bangladesh, HackTheBox (All-time) 2025
Corporate Champion, BSC ICT Fest25 CTF 2025
2nd Runner-Up, BTRC Hackathon 2025
2nd Place in Bangladesh, TryHackMe (All-time) 2024
2nd Runner-Up, National Skills Competition 2024
2nd Runner-Up, FlagHunt CTF 2023
Champion, Spooky CTF 2022
PROJECTS

Infinity Tix

« Independently designed and built a full-stack event ticketing platform covering the complete user journey, including
Google Oauth, OTP verification, SSLCommerz based automated payments, digital wallet ticket delivery, event
organization and management, and ticket scanning for entry validation.

Anti-CTFd

« Engineered a containerized CTF (Capture The Flag) environment using Python and Docker, designed to eliminate
flag sharing between competing teams by dynamically generating and injecting unique per-team flags into isolated
challenge instances, ensuring fair scoring and preventing collusion during live competitions.

CTFd NameSync

» Developed a custom CTFd plugin in Python that bridges the CTFd platform with Discord, automating participant
identity verification, syncing Discord nicknames with corresponding CTFd usernames in real time, and automatically
assigning server roles based on registration and team status, streamlining competition management for organizers.

EDUCATION
Brahmanbaria Polytechnic Institute Feb. 2023 — Present
Diploma in Engineering in Computer Science & Technology Brahmanbaria, BD

« Coursework: Computer Networks, Operating Systems, Data Structures & Algorithms, Database Management
Systems, Information Security



VOLUNTEER EXPERIENCE

APIsec University 2025 — Present
Ambassador

« Promoted cybersecurity education, mentored students, and supported community engagement initiatives.

HackerOne, Intigriti, Bugcrowd, Yogosha 2022 — Present
Independent Security Researcher
« Contributed to vulnerability disclosures, ethical hacking initiatives, and security community programs across multiple
bug bounty platforms.

Various CTFs 2022 — Present
Challenge Designer

« Designed, coordinated, and managed Capture The Flag competitions, facilitating skill development for participants.
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